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The Brazilian debates on cyberdefense are primarily focused on the question of
national defense under management of the military and the Ministry of Defense.
Discussing cybersecurity in this context means orienting oneself towards the studies
of national security In a classical sense as it appears In the studies of International
Relations, and in Security Studies. Although cybersecurity in the context of traditional
security studies could include different academic approaches, this is (so far?) hardly
the case in Brazil. Since the 2011 web defacement attacks on a number of public
servers In Brazil, taking a larger number of ministries, public services and l|ocal
governments offline for several hours’, the interest in cyberdefense research has
iIncreased in the country. Especially in the academic fields of Political Science and
International Relations an increase in publications on the topic can be observed,
partly stimulated by the Pro-Defesa Program of the Ministry of Defense, In
cooperation with the CAPES research foundation of the Ministry of Education. A
deeper analysis of the academic literature on the topic s currently under
development at the ECEME University of Rio de Janeiro and will be published in
early 2020.

Besides the academic work, a number of policy documents was published in Brazill
over the past decade which are partly or entirely focusing on cyberdefense, even
pbefore the Incidents of 2011. An important Iinitial step was the mentioning of
cyberspace (or the “cybernetic sector”) in the 2008 National Defense Strategy (which
was republished as an updated version in 20122). In this document, the “cybernetic
sector’” was defined as one of the new crucial areas to be included into strategic
planning of the Ministry of Defense.® Also important, although not further developed

Into a broader strategy, was the 2010 Greenbook on Cybersecurity published by the
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Presidency of the Republic.? It can be read as a first attempt to address a number of
security challenges and opportunities In cyberspace. The year after the web
defacement attacks, the Ministry of Defense published the updated version of the
2008 National Defense Strategy plus two further documents, crucial for the debates
on cyberdefense being the White Book of National Defense and the Cyberpolicy of

Defense (Politica Cibernética de Defesa).

In the White Book of National Defense, the newly established focus on the
‘cybernetic sector’ received further attention underlining, amongst others, the
necessity of capacity building, intelligence, scientific research, and doctrines.” It is,
as Its title indicates, a broader document touching on a wider number of topics of
which cyberdefense is just one that, however, is listed high on the ranking of
priorities for the coming years.® The Cyberpolicy of Defense instead is exclusively
focussing on the topic at hand. In the early beginning of the document it is pointed
out that a successful cooperation requires measures of collaboration between
different actors of Brazilian society like the Ministry of Defense, the academic
community, the public and the private sector, including the defense industry.’ Just as
mentioned in the White Book before, the Cyberpolicy also stresses the importance of
capacity building to develop efficient measures of cyberdefense. It furthermore
underlines the importance of including all three forces (army, navy and air force) into
strategic planning for cyberdefense research and development, and announces the
objective to define basic principles for the respective regulatory development

Processes.

Two years after the publication of the Cyberpolicy, the Brazilian Ministry of Defense
presented the first Military Doctrine on Cyberdefense. In a more comprehensive
manner than the previous documents, the doctrine approaches cyberdefense
defining different levels of decision making from the office of the President over the

Ministry of Defense to the operational and tactical levels of the armed forces. To
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develop a clearer understanding of different elements and terms of cyberdefense,
the doctrine offers a larger number of definitions Including cyberdefense,
cyberspace, cyberwar, critical infrastructure and more.® Among the possibilities of
cyberdefense the document lists three types of actions being offensive, defensive
and exploratory measures and does point out that active measures can be taken
against stronger opponents as well. The activation of cyberdefense measures
depends on the level of cyber alerts ranging in 5 stages from white to red, whereas
white is defined as “normal situations” in cyberspace and red describing scenarios of

high impact damages caused on national critical infrastructure.

This text i1s an excerpt from an upcoming book chapter on cybersecurty in Brazil that will be

presented in Berlin at the United Nations Internet Governance Forum (IGF) in November 2019.
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